MEETING AGENDA

Technical Panel
of the
Nebraska Information Technology Commission

Tuesday, August 10, 2010
9:00 a.m.
Varner Hall - Board Room
3835 Holdrege St., Lincoln, Nebraska

AGENDA

Meeting Documents: Click the links in the agenda
or click here for all documents (6 pages).

1. Roll Call, Meeting Notice & Open Meetings Act Information

2. Public Comment

3. Approval of Minutes* - June 8, 2010
4. Enterprise Project Updates - Christensen
5. Standards and Guidelines*

e Set for 30-Day Comment Period*
o NITC 4-205: Social Media Guidelines

6. Regular Informational Items and Work Group Updates (as needed)

e Accessibility of Information Technology Work Group - Horn
e Learning Management System Standards Work Group - Langer
e Security Architecture Work Group - Weakly

7. Other Business
8. Adjourn

* Denotes Action Item

(The Technical Panel will attempt to adhere to the sequence of the published agenda, but reserves the right to adjust
the order of items if necessary and may elect to take action on any of the items listed.)

NITC and Technical Panel websites: http://nitc.ne.gov/
Meeting notice was posted to the NITC website and Nebraska Public Meeting Calendar on August
3, 2010. The agenda was posted to the NITC website on August 5, 2010.




TECHNICAL PANEL
of the
Nebraska Information Technology Commission
Tuesday, June 8, 2010, 9:00 a.m.
Varner Hall - Board Room
3835 Holdrege Street, Lincoln, Nebraska
PROPOSED MINUTES

MEMBERS PRESENT:

Walter Weir, CIO, University of Nebraska, Chair

Steve Henderson, alt. for Brenda Decker, CIO, State of Nebraska
Christy Horn, University of Nebraska

Michael Winkle, Nebraska Educational Telecommunications

ROLL CALL, MEETING NOTICE & OPEN MEETINGS ACT INFORMATION

Mr. Weir called the meeting to order at 9:05 a.m. A quorum was present to conduct official business. The
meeting notice was posted to the NITC website and Nebraska Public Meeting Calendar on May 10, 2010.
The agenda was posted to the NITC website on June 4, 2010. The Open Meetings Act was posted on
the south wall.

PUBLIC COMMENT

There was no public comment.

APPROVAL OF MARCH 9, 2010 MINUTES

Mr. Henderson moved to approve the March 9, 2010 minutes as presented. Ms. Horn seconded.

Roll call vote: Henderson-Yes, Horn-Yes, Winkle-Yes, and Weir-Yes. Results: Yes-4, No-0,
Abstained-0. Motion carried.

DISCUSSION: A VISION FOR COLLABORATIVE TECHNOLOGIES
John Gilliam, UNL

Mr. Gilliam provided information to the Panel on his vision for the use of collaborative technologies at
UNL and opportunities for partnerships with the state and others.

Technologies discussed: IM; VolP; email; data sharing; web-conferencing; videoconferencing &
telepresence; and, video capture archive and transmission, including digital signs.

Principles: Increased collaboration; ease of use; open standards / interoperability; cross platform
capability; bandwidth aware; and, implementation done incrementally.

Takeaways: Opportunities exist for statewide partnerships; will rely somewhat on existing infrastructure;
no more silos; use open standards; and, funding.

ENTERPRISE PROJECT UPDATES

Mr. Christensen was not available to provide an update. Mr. Becker indicated that the OCIO would be
drafting the first annual enterprise project report to be presented to the Governor and Appropriations
Committee of the Legislature.

STANDARDS AND GUIDELINES

REQUEST FOR WAIVER: DEPARTMENT OF LABOR - PASSWORD STANDARD (NITC 8-301)
Brad Weakly, Office of the CIO



http://www.nebraska.gov/calendar/index.cgi
http://nitc.ne.gov/tp/meetings/documents/20100608/tp_minutes20100309.pdf
http://nitc.ne.gov/tp/meetings/documents/20100608/waiver_DOL.pdf
http://nitc.ne.gov/tp/meetings/documents/20100608/8-301.pdf

Mr. Weakly has met with the agency to discuss their request for non-expiring passwords for an online
application for workforce development. This application is used by a number of other states. We have
been told none of the other states requires a password expiration for users. The Panel discussed the
request.

Mr. Winkle moved to deny the request. Further, the SISO should work with the agency and the
vendor to get more information regarding passwords and options available with this application.
Mr. Henderson seconded. Roll call vote: Henderson-Yes, Horn-Yes, Winkle-Yes, and Weir-Yes.
Results: Yes-4, No-0, Abstained-0. Motion carried.

REVISED: WEB BRANDING AND POLICY CONSISTENCY (NITC 4-201)

Mr. Becker noted that the Nebraska Webmasters Work Group drafted these changes and recommends
approval. While substantive amendments to standards are generally posted for a 30-day comment period,
these modifications only affect state agencies. Agencies have had the opportunity to provide input in the
Webmasters group and this will be discussed at the State Government Council.

Mr. Winkle moved to recommend approval of the revised NITC 4-201. Mr. Weir seconded. Roll call
vote: Henderson-Yes, Horn-Yes, Winkle-Yes, and Weir-Yes. Results: Yes-4, No-0, Abstained-0.
Motion carried.

REVISED: AGENCY INFORMATION TECHNOLOGY PLAN (NITC 1-201)
Only minor revisions were made to the form that agencies use for completing their biennial IT plan. This
year the plans will be submitted as an attachment to the agency budget request.

Mr. Henderson moved to recommend approval of the revised NITC 1-201. Mr. Winkle seconded.
Roll call vote: Henderson-Yes, Horn-Yes, Winkle-Yes, and Weir-Yes. Results: Yes-4, No-0,
Abstained-0. Motion carried.

REGULAR INFORMATIONAL ITEMS AND WORK GROUP UPDATES (as needed)

Accessibility of Information Technology Work Group, Christy Horn. Ms. Horn indicated that she would be
getting the group back together again soon.

Learning Management System Standards Work Group, Kirk Langer. No report.

Security Architecture Work Group, Brad Weakly. Mr. Weakly noted that the Fifth Annual Cyber Security
Conference attracted over 100 attendees. Also, a work group is working on drafting a policy for mobile
devices.

OTHER BUSINESS

There was no other business.

ADJOURN

Mr. Henderson moved to adjourn the meeting. Mr. Winkle seconded. All were in favor. Motion
carried.

The meeting was adjourned at 10:25 a.m.

Meeting minutes were taken by Rick Becker of the Office of the CIO/NITC.


http://nitc.ne.gov/tp/meetings/documents/20100608/BrandingAndPolicyConsistency_old_and_new-strikethrough.pdf
http://nitc.ne.gov/tp/meetings/documents/20100608/1-201-Attachment-A_2010_strikethrough.pdf
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NITC 4-205 (DRAFT)

State of Nebraska
Nebraska Information Technology Commission
Standards and Guidelines

NITC 4-205 (Draft)

Title Social Media Guidelines

Category E-Government Architecture

Applies to all state government agencies, excluding

Applicability higher education

1. Purpose

The purpose of this document is to provide guidelines for the use of social media by state
government agencies. Agencies may utilize these guidelines as a component of agency policy
development for sanctioned participation using Social Media services, or simply as guidelines. State
employees or contractors creating or contributing to blogs, microblogs, wikis, social networks, or any
other kind of social media both on and off the Nebraska.gov domain need to be made aware of these
guidelines or the guidelines of their agency. The State expects all who participate in social media on
behalf of the State, to understand and to follow the appropriate guidelines. These guidelines will
evolve as new technologies and social networking tools emerge.

The decision to utilize social media technology is a business decision, not a technology-based
decision. It must be made at the appropriate level for each department or agency, considering its
mission, objectives, capabilities, and potential benefits.

The goal of the Nebraska Information Technology Commission (NITC) is not to say “No” to social
media websites and block them, but to say “Yes”, and to continue to investigate innovative ways to
bring government information to its citizens.

Since these technologies are tools created by third parties, these guidelines are separate from state
policies regarding privacy and cookies. Agencies may choose to author disclaimers to remind users
that, at their own risk, they are leaving an official state website for one which is not hosted, created,
or maintained by the State of Nebraska, and that privacy controls and the use of cookies becomes
the jurisdiction of that third-party utility.

2. Guidelines
2.1 These guidelines apply to all Social Media and Web tools. See definitions below.

2.2 The decision to utilize Social Media and Web tools is an organizational decision, not a
technology-based decision. It must be made at the appropriate level for each department
or agency, considering its mission, objectives, capabilities, and potential benefits.

2.3 All state agencies will email the webmaster of the State of Nebraska website to have
their Social Media pages initially linked or updated on the state website. Webmaster
contact is located on the state website.

2.4 Branding of the Social Media pages

2.4.1 All Social Media pages will be branded with the words “Official Nebraska
Government Page” either in the bio or profile/information section.

2.4.2 List your official agency name and provide a link back to your agency
website.
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2.5 Retention Policy (Schedule 124 -State Agencies General Records:
http://www.sos.ne.gov/records-management/retention _schedules.html)

2.6 It is the agencies responsibility to assure that more than one staff member can access
the generic logon, and edit the website/social media. This is a backup in case of staff
turnover. For example: An agency may set up one generic nebraska.gov email account
through the OCIO and have several email address aliases created. This will accommodate
the requirement of unique email addresses on your Social Media accounts, yet keep all of
the emails from all of the accounts going into one email inbox.

2.7 If the Social Media page is intended for pushing information only, indicate the proper
channel for contacting the agency.

2.8 Below are some recommended key points to address in a Social Media webpage
disclaimer/disclosure notice. Each agency may create their own or Link to this Guideline
from their Social Media web page:

e General statement of the intent/purpose of agency Social Media tool.

Example: The Library Commission uses Social Media as an outlet to show the
Library community how they can interact with their public.

e Notice to users of the following:
1. Communication of a personal or private nature in relation to agency business, as
well as official state business interactions, should continue to be made via the
traditional agency offices and communications channels and not via the public
comment areas of the Social Media tool.
2. The agency is not responsible for any webpage author’s personal content outside
the work place.
3. The agency is not responsible for any 3rd party content of any kind.
4. All interactive communications made on this Social Media tool are subject to the
state public records disclosure requirements (http://www.nebraska.gov
[privacypol.html).
5. Material deemed inappropriate will be monitored and possibly removed by the
agency. Inappropriate content will be maintained in accordance with records
retention policies.

2.9 Best Practices. Suggestions on how best to use and maintain social networking at
work:

2.9.1 Ensure that your agency sanctions official participation and
representation on Social Media sites. Stick to your area of expertise and
provide unique, individual perspectives on what is going on at the State and in
other larger contexts. All statements must be true and not misleading, and all
claims must be substantiated and approved.

2.9.2 Post meaningful, respectful comments, no spam, and no remarks that are
off-topic or offensive. When disagreeing with others' opinions, keep it
appropriate and polite.

2.9.3 Pause and think before posting. Reply to comments in a timely manner
when a response is appropriate unless you have posted a disclaimer that this
is not official two-way communication.

2.9.4 Be smart about protecting yourself, your privacy, your agency, and any
restricted, confidential, or sensitive information. What is published is widely
accessible, not easily retractable, and will be around for a long time (even if
you remove it), so consider the content carefully. Respect proprietary
information, content, and confidentiality.

2.9.5 If you are under a generic name (see above) consider using some form
of tagging so staff and users can find out who this is.
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2.9.6 Email or login names should lead the user back to a “state id”, such as
an official state email address or making a user name that indicates you are a
state employee.

3. Definitions
3.1 Social Media and Web tools

Social Media and Web tools are umbrella terms that encompass various online activities
that integrate the use of hardware/software to facilitate social interaction and
collaborative content creation. Social Media authoring uses many forms of technology
applications such as Twitter, Facebook, YouTube, Flickr, blogs, wikis, photo and video
sharing, podcasts, social networking, and multiuser virtual environments.

4. Related Documents

4.1 Acceptable Use Policy. NITC 7-101 (http://nitc.ne.gov/standards/7-101.html)

4.2 Records Retention Schedule 124 - State Agencies General Records
(http://www.sos.ne.gov/records-management/retention_schedules.html)

VERSION DATE: Draft 8/5/2010
HISTORY:
PDF FORMAT: (to be added)
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